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hizZs E& BY 8] &F
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v2.0.16 IKE 2024.05.31 N7 caid_md5 caid2 caid2_md5 caid2_version i&E3RFE&

v2.0.17 SERx 2024.06.24 IEA0T ipv6 IBRFE

v2.0.18 EFEx 2025.03.06 fHIBRT ratings, likes, downloads M FEL, 1E1E
download_app_size f##RFEY R (]

v2.0.19 GSFEx 2025.03.07 1E/07T device_startup_time. system_update_time.
system_init_time FE&

v2.0.20 DERx% 2025.03.10 fHB&7T install_begin_trackers £k

v2.0.21 BFRxE 2025.03.11 1Eh07 protobuf S23¥, 1ENNE4EZ1F1HEA

Request

FiE SR )

HTTP POST JSON g protobuf UTF-8

18K Z#F json #l protobuf 3, EAIAIZER JSON A LXIEK. NREFEEZEREA protobuf 183X, AIEL/AE,

ERMMEI T ESE, EREBRARBAEREARLIE, WRIBERZFEREEN, IS8, HiFEKA
[E48M&z0RY, 1ERBY HTTP header & %E Content-Encoding 3k, EAES KRN, EERXATIZ—:

zstd , gzip , br , compress , deflate . MIRZERIASZIFIREIEFEMELEIEIE, EKE HTTP header v
WA Accept-Encoding 3k, {Ef "zstd, br, gzip, deflate, compress" , R[EIMANINRZEHEERAY,
PRI R B E GBS UM TEMMAZEY  Content-Encoding SkARAREE,

protobuf 3 {¥

syntax = "proto3";
option go_package = "./;xydsp";
package xydsp;
message BidRequest {
string id = 1;
string version = 2;
repeated Ad ads = 3;
App app = 4;
Device device = 5;
User user = 6;
bool need_https = 7;
enum AdType {

BANNER = 0;
INTERSTITIAL = 1;
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SPLASH = 2;
NATIVE = 3;
REWARDED_VIDEO = 4;

}

message Ad {
// T~&1{iL token
string ad_unit_token = 1;
/] T E&URE
int6é4 width = 2;
/] T"E&USE
int64 height = 3;
/] &Y, BiAIA5
double floor_price = 4;
/] BEXZEE html TERE webview BEET, RIAFZIEF
bool support_js = 5;
/] TR
AdType type = 6;
}
message App {
/] KR4
string name = 1;
/] KRB
string bundle = 2;
/] RZFBRRZS
string version = 3;
// -1: A&Z%F deeplink
[/ 0: TEXEEEFTARBARIIE A deeplink (BAIN)
// 1. RRAIE S0UEARA deeplink, KMNFTH target_url
int64 deeplink_mode = 4;
}
enum DeviceType {
UNKNOWN = 0; // %
PHONE = 1; // Fill
PAD = 2; /] iR

v =3; /] B
PC = 4; // BB
}
message Device {
// IP hiik
string ip = 1;

// IPv6 it

string ipvée = 2;

// WebView User-Agent

string user_agent = 3;

/] £ &, 5180 "Samsung"

string make = 4;

/] FHLaAE, Bla0: " "MI4"

string brand = 5;

// FNES

string model = 6;

/] B{ERYS, BUESEE: "android", "ios"
string os = 7;

/] RERG R

string os_version = 8;

/] WEERZIR, BESERE: "wifi", "2g", "3g", "4g", "5g"
string connection_type = 9;

/] BEAME, BMESEE: "landscape", "portrait"
string orientation = 10;

/| BEIMEEER, BESEE: "46000", "46002", "46001", "46003"
// 46000: H[ETH

// 46002: FEHEN
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// 46001: HR[EELE

// 46003: HHEEBIE

string plmn = 11;

// Mac it

string mac = 12;

// Mac #thtRy md5 &

string mac_md5 = 13;

/] BRHRIBS

string language = 14;

/] BREE, Biu: &&

int64 screen_width = 15;

/] BREE, B &&

int64 screen_height = 16;

/] BRGERE

int64 screen_dpi = 17;

/] REVIEGREE

double screen_pxratio = 18;

/] IR ELE

double geo_Llongitude = 19;

/] WIBIELSE

double geo_latitude = 20;

/] APIE&REBRIIR, AE59MR
string installed_apps = 21;

/] RPg&EE

DeviceType device_type = 22;

/] Fo4&M SSID

string ssid = 23;

// WIFI BREH28 Mac 3hilk

string wifi_mac = 24;

// 1&& IMEI, RERFMET, (OMA FHIEE MEID i3
string imei = 25;

// 1&%& IMEI B9 MD5 {&, IMEI REXAZIBHEEXNFER
string imei_md5 = 26;

// Android ID

string android_id = 27;

// Android ID B9 md5 {&

string android_id_md5 = 28;

/] & IMSI

string imsi = 29;

// Android & ID

string android_advertising_id = 30;
/] ERIZERRIRRT 0AID

// ¥F Android i&&, X oaid RIEBY, imei(8X imei_md5) # android_id(Zk
// android_id_md5) &

string oaid = 31;

// OAID 89 md5 {&

string oaid_md5 = 32;

// FEH ROM B9RRZASS (5190 MIUI 11.0.6, EMUI 10.1 %)
string rom_version = 33;

/] B&miEial (Be)E)

int64 sys_compiling_time = 34;

// IDFA, RMEXFIIEAT

string idfa = 35;

// IDFA By md5 {&, IDFA SRERAEIBHEEXNFER
string idfa_md5 = 36;

// IDFV

string idfv = 37;

// I thiEHRY i0S &&F ID, ZIFFEEIEMhRZS
string caid = 38;

// CAID 89 md5 {&

string caid_md5 = 39;
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// CAID BYRRZAS
string caid_version = 40;
string caid2 = 41;
string caid2_md5 = 42;
string caid2_version = 43;
string openudid = 44;
string boot_mark = 45;
string update_mark = 46;
/] HZZIEEI/Y
string paid = 47;
/] && B ThEYE
string device_startup_time = 48;
/] BRAEEFHETE
string system_update_time = 49;
/] BRFEVIEET(E]
string system_init_time = 50;

}

message User {
/] E8e
int64 age = 1;
// %%, BUESEE: "$", "&", "FXH"
string gender = 2;
/] FAPRESEBXREF
repeated string keywords = 3;

}

}

message BidResponse {

// [E}E Request AfY id

string id = 1;

// Ad JREAE, BRIRZEHBRE— Ad JWHR

repeated Ad ads = 2;

message Ad {
/] TTREE
inté4 width = 1;
/] TEBE
int64 height = 2;
// T"& ID
string ad_id
// & ID
string creative_id = 4;
/] T-&h&, B o
double price = 5;

1
w

/] tRE&

string title = 6;

// BItRE

string subtitle = 7;

/] R

string description = 8;

/] TTHEERFR

string advertiser_name = 9;
/] ¥EHEXF

string button_text = 10;

/] BER¥A

repeated Image images = 11;

// BFF
Image icon = 12;
// Logo
Image logo = 13;

/] TH
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Video video = 14;

/] SR EE

Image video_cover = 15;

// html KEBBFEE, 1E webview AN
string html_snippet = 16;

// html XEBHAE, 7E webview FPANEL
string html_url = 17;

/] T &oh{ERE

// 1. TERNERA webview ¥JFF target_url
/] 2: ERFENEERITH target_url
/] 6: THNA

// T: ¥TFF deeplink_url

/] 8: FIFHINER

int64 action = 18;

// Birtiit, BEENATERHT
string target_url = 19;

/] TENEBERA

string download_app_bundle = 20;
/] THRRBER

string download_app_name = 21;

/] TER kR

string download_app_version = 22;
/] TERERAKXI, 21l Bytes

int64 download_app_size = 23;

/] TEMNBER

string download_app_desc = 24;

// TERNFFEFATMN L

string privacy_url = 25;

/] TFEINANRYZFRM L

string permission_url = 26;

/] NERFRE d

string mini_program_id = 27;

// NEFTUEKREF

string mini_program_path = 28;

// Deeplink =% Universal Link, BEEMNEEEER
string deeplink_url = 29;

/] BN IREE _EIRMAE

repeated string win_notice_trackers = 30;
// Bt LiRitiit, BEEMNARERIR
repeated string impression_trackers
// RE LR, BEENAREESIR
repeated string click_trackers = 32;
/] MATHEFB R, EmNEZTESR

repeated string download_begin_trackers = 33;

// RFETEFER LR, BEENEZTEEIR

repeated string download_ended_trackers = 34;

// RETEER LR, EENEZTEER

repeated string install_ended_trackers = 35;

/] STERIT G bRt EENAEEESR

repeated string video_play_begin_trackers = 36;

[/ STRER A LE Bkt BEERNEEES R

repeated string video_play_break_trackers = 37;

/] PSTEMEER Bk, EmMNAEZTES R

repeated string video_play_ended_trackers = 38;

// deeplink MREERY, &INAFEI&HE LEM _EHRthiE

repeated string deeplink_app_not_installed_trackers = 39;
// deeplink MEEERY, RIMNBEZTEMN HiRitiE

repeated string deeplink_app_installed_trackers = 40;

// deeplink MREERY, WABRE, (EMELXMH iR

31;
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repeated string deeplink_app_invoke_failed_trackers = 41;
// deeplink MEEEEY, RZFEMEHCRYINAY LRtk
repeated string deeplink_app_invoke_success_trackers = 42;
}
message Image {
/] E Rt
string url = 1;
/] BREE
int64 width = 2;
/| BR&E
int64 height = 3;
}
message Video {
// TRsTE
string url = 1;
/] FIgmBT, B
int64 duration = 2;

}
}
Request FERIER
FER R R it W fER
id string = /K id, 8 MEKE—
version string = kAR, ST ARZS 2.0.0
ads [JAd = Ad %48
app App = App
device Device =& Device
user User £ User
need_https  bool & EEFE https 5%, MIANLFE
Ad
FERZHR et W iR
ad_unit_token  string =2 [~ &1 token
width int & [TEARE
height int ES rEsE
floor_price float S [, BAIAS
support_js bool S AL html ™ HHTE webview BERER, BOIARZH
type int = - 0 : 1N
- 1:ER
-2 HR
- 3 BE&%
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FERR R xKAE HH R
- 4 4
App
FERR R it WA fER
name string & AZEE
bundle string & NAERE
version string & [z FA R A
deeplink_mode int & 2XIAA 0
- -1 : A% % deeplink
- 0 : ERRITARBARTIE ALK deeplink (FRIA)
- 1 ®RAEEEMA deeplink, KIKMFTF target_url
Device
% %
FERR R it M U
ip string =& ip
ipv6 string & ipv6
user_agent string =2 webview user agent
make string & 7=/, fE: “Samsung”
brand string & FHmeE, FI0: “MI14”
model string & S
0s string & RERS
- android
- ios
os_version string & BRIERG AR
connection_type  string & MR EERE
- wifi
- 2g
- 3g
- 4g
- Sg
orientation string & R&EMAE



# X DSP API #£ 2.0 ¥

S w4

FERR R B il U

- landscape : R

- portrait : 2R
plmn string & EXRZEBHRS

- 46000 : FE%5H

- 46002 : HEH

- 46001 : FEEXE

- 46003 : HEEBE
mac string & MAC ik
mac_md5 string & MAC #iity MD5 &
language string & RES
screen_width int & RERE, 21 &&
screen_height int & RESE, 21 &F
screen_dpi int & REGEREBE, &%
screen_pxratio float & REVIBGERE 2%
geo_longitude float & ZE
geo_latitude float & “HE
installed_apps string & RARIgEREERTIR

BES 8

com.android.calendar,com.android.chrome
device_type int S FRRig&EERE

- 0 : kA

- 1 FM

- 2R

- 3 Bl

-4 :PC
ssid string & T4 M SSID
wifi_mac string & WIFI B 328 Mac it

A FFERIXTE Android 45 E AT 3REXE!
imei string & cdma FH=1E meid 53
imei_md5 string &
android_id string &
android_id_md5 string &


http://dpi.lv/
https://www.h3xed.com/web-and-internet/mobile-device-resolution-and-pixel-ratio-list
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Eens S

AT R R
imsi string &
android_advertising stting &
oaid string & ERIGERIRR
FtF Android &%,
% oaid AR,
imei(g% imei_md5) #0,
android_id(g% android_id_md5) #%1&
oaid_md5 string & oaid md5
rom_version string & FH1l ROM Bk A S
(5190 MIUI 11.0.6, EMUI 10.1 %)
sys_compiling_time long & Rizdmizadia) (BE)EK)
LATFFERIRTE i0S R4 _ERTIRENE!
idfa string &
idfa_md5 string &
idfv string &
caid string & R iEHRIOSIEEID, BN ZIFER A, #E
http://www.china-caa.org/digital/caid/intro
caid_md5 string & R RYIOSIE&ID MD5, i#15
http://www.china-caa.org/digital/caid/intro
caid_version string & R HRYI0SIE&EID ARA S, #18
http://www.china-caa.org/digital/caid/intro
caid2 string & I iEHRI0SIEEID, #1E
http://www.china-caa.org/digital/caid/intro
caid2_md5 string & R ihiEHRYI0SIZEID MD5, I¥1E
http://www.china-caa.org/digital/caid/intro
caid2_version string & R HRYIOSIEEID ARAS S, 1#1E
http://www.china-caa.org/digital/caid/intro
openudid string &
boot_mark string & EVRE{E[EfZ fI30: i0S: 1623815045.970028; Android:
ec7f4f33-411a-47bc-8067-744a4e7e0723
update_mark string & EYR{E[EIf% FI40: i0S: 1581141691.570419583 Android:
1004697.709999999
paid string & B 28 ERIEN
device_startup_timestring & i0S Iz EBIEYIE], 101U ATBIEL, 0. 1657043138
system_update_timestring & i0S R EHBTIE], 10fEEHNMN6HA/NEETEE, Fln:

1647545826.588793

10
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http://www.china-caa.org/digital/caid/intro
http://www.china-caa.org/digital/caid/intro
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ES &
FERZHR B M 3N
system_init_time  string & i0S RGANIALETIE], 10fIEEFANOML/NERET (BB, BIgn:
1647545718.125795458
User
FEEM it WM fER
age int £ Fie
gender string S Ma 5 & KA
keywords  [Jstring & AP B XHEF
Response
http status code &
200 IES, B &M
204 IE%, X &M
4xX KAIERSEEEIR
5Xx dsp A RS IHEEIR
Response FEREE
FEREM  XKE W HER
id string & [E]i& Request HfY id
ads [1Ad = Ad R EH
Ad %
FER R R it WA R
width int = [TERE
height int = &asE
ad_id string = r&id
creative_id string = #Mid
price float D [E&NE, 24 5
BFr&aRTEM
title string £ PRk

11
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FERR R it A ER
subtitle string S BIFRRR
description string S iR
advertiser_name string S [TEERF
button_text string ES BHEXF
images [limage & B #ed
icon image £ Eltr
logo image S logo
video video S BT
video_cover image & TSREEE
html_snippet string £ html X8 5 £, £ webview FiNEL
html_url string =3 html fXE2HE, 7 webview N
BFr&mmtE
action int = HEhERE
- 1 : ERAAA webview FTF target_url
- 2 ERGN T target_url
- 6 TENA
- T : $TFF deeplink_url
- 8 ({THNERE
WMRKMMFTFF target_url
target_url string = Bintthit, EENAS SR
download_app_bundle string S THNAER
download_app_name string ES TEMAZR
download_app_version string S I AVAZEL TN
download_app_size int S TERZ AR/, B4 Bytes
download_app_desc string & TR AR
privacy_url string S TER A BR ATt
permission_url string S TEIN PR FR bk
mini_program_id string S NEFFIRYRId
mini_program_path string & INEFTUEEF
deeplink_url string S REFERMNE, BENAE SR
gtk
win_notice_trackers [Istring & SN IRIEBE A AL

12
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FERR R it A ER
impression_trackers [Istring =& B, EmMN AR
click_trackers [string = nif, EENASE SR
download_begin_trackers [string & AT # G, EEMNASRER
download_ended_trackers [Jstring & MATHTN, EENESKREHR
install_ended_trackers [Istring S NARETR, EENASEEIR
video_play_begin_trackers [Jstring & MSTHERITIE, EEAN ARSI
video_play_break_trackers [Jstring & AR L, EEMNE SRS R
video_play_ended_trackers [Istring & PSRRI R, EEMNE KSR
deeplink_app_not_installed_trackers [Jstring & deeplink MREERT, KINF&ERE
deeplink_app_installed_trackers [string & deeplink I2EERY, AN AERE
deeplink_app_invoke_failed_trackers [string & deeplink I2F2RY, MABERE
{BIREERI
deeplink_app_invoke_success_trackers  [Istring & deeplink MEEERY, [ FAMRECALLH

image

FEREMR XK WA fER

url string 2 E F itk
width int & ERAFEE
height int £ BREE
video

FEREM  XKH W R

url string 2 ATtk
duration  int S MSABT S, B T
=

FE BaX

{XY_CLICK_DOWN_X} FIE R HEIAEXM TR X AT, e IRNE R, TR H7-999
{XY_CLICK_DOWN_Y} FHEADLIENTERMAYY £17, BRI R, TNk 77-999
{XY_CLICK_UP_X} FIEAER X FRMH X 217, SR NEIR, FaeBIRNEi%79-999
{XY_CLICK_UP_Y} FIEIAEREX FRME Y 47, AEE RN E R, ReeERNERH7-999

13
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FE aX

{XY_CLICK_DOWN_LX}  FiammEMFEMI X 215 (B1EEER) , sEBRNER, FEBRIFSEEH7-999
{XY_CLICK_DOWN_LY} FIERENEXNTEMBY 245 (BIEGER) | B RNER, ReeBiRise IR 9-999

{XY_CLICK_UP_LX} FIIGENEN FEMN X 247 (BEEAR) | feBRNER, FeeBinig 2 Ein-999
{XY_CLICK_UP_LY} FIRENEM FTEMBI Y 245 (BIBGER) |, fEBRNEIE, TiBiRiELIEiER-999
{XY_PRICE} g, 841 5 (BAX)

{XY_PRICE_SECURE} A8, B 53 (&)

&1 BEGEdp) = MEGE(px) | BREE(dpi), FREEGEENRMURIER Android iHR
BEIRNWEFHRESBNLINER, BEHEE Android IfER dp fERRAL, i0S BB pt ER
B 1L,
fisRRE
MBRBINE R ANER, MRFBLELREAXN, BHEA {(XY_PRICE} 7, MRFZBELEMBENNE, 1BE
F {XY_PRICE_SECURE} %=,

MEREEBIARF AES/ECB/PKCS5 Bi%, NMEBMLERLL RawURLEncoding (unpadded alternate base64)
REDfEiE, FREMEATERZN RIS BIhiR .

AES Wi A

=R MEZRIEIE  NBEEE
123456789abcdefghi jk lmnopqrstuvw 100 agFVCc6ZpMRQGWS-mUtzRA
123456789abcdefghi jk Lmnopqrstuvw 500 8RNzQbVj6VvM0a_hRuzy3w
123456789abcdefghi jk Lmnopgrstuvw 1001 Kiiv5UTOx LVhal9mP LKT6g

MEZEEEW AT LIREY Google B Double Click INZ& %, M&EAREEE: https://developers.google.com/au
thorized-buyers/rtb/response-guide/decrypt-price#encryption-scheme , FrEE##5H e_key, i_key TEFI#%
BYERFR 7S R IiR (i,

Double Click ;i Bl

Il
e_key i_key R N SR
8f1dd415a672c54c1dd295201cb6: 0a4b74ad404e5¢8bad61ec009af0l 100 AAABh3NrNQsW6radkzTreGX0UjS-qtQVwK7w-
8f1dd415a672c54c1dd295201ch6: 0a4b74ad404e5c8hbad61ec009af0l 500 AAABh3NrNQtTzyTNN1G42Wbwpreesy63ZPSUO(
8f1dd415a672c54c1dd295201ch6: 0a4b74ad404e5c8ba961ec009af01 1001 AAABh3NrNQtJm4-5rwyTYPED8MAB_TIERh7J

A= E7 Google BY Double Click MEZEEZHE S — RIS EIEAMBENER iv, FIUSRIIERS
EHESHER—FR, RIEREALNETIERN, RFBREBFINEEHNBIERERIIER R SE

14
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SIS

el
AR

{
"id": "bptcvhm8cv6tOnsohbeg",

"version": "2.0.0",
"ads": [
{
"ad_unit_token": "209A03F87BA3B4EB82BECIE5F8B41383",
"width": 640,
"height": 100,
"support_js": true
}
1,
"app": {
"name": "SHLE",
"version": "3.0.1",
"bundle": "com.xinyi.toutiao",
"deeplink_mode": 1
1,
"device": {
"ip": "114.251.228.90",
"user_agent": "Mozilla/5.0 (Linux; Android 8.0.0; MIX 2 Build/OPR1.170623.027; wv)
< AppleWebKit/537.36 (KHTML, Llike Gecko) Version/4.0 Chrome/70.0.3538.110 Mobile Safari/
o 537.36 News/195 Android/8.0.0 NewsApp/195 SDK/26 VERSION/7.1.5dongqiudiClientApp",
"make": "Xiaomi",
"brand": "Xiaomi",
"model": "MIX 2",
"os": "android",
"os_version": "7.0.1",
"connection_type": "wifi",
"orientation": "portrait",
"plmn": "46000",
"imei": "865736038728823",
"android_id": "1f45138911dba981"

olva

"id": "bptcvhm8cv6tOnsohbeg",
"ads": [
{

"width": 640,
"height": 100,
"ad_id": "unique-ad-id",
"creative_id": "unique-creative-id",
"images": [

"url": "https://cdn.mobrtb.com/images/back_ad/banner/640_100/640-100-5.png"

}
1,
"action": 7,
"target_url": "https://m.cudaojia.com?
< appKey-d7950cd55bh34ala89ele09ab776a3bf&appType-h5&appEntrance-7&business-money",
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"deeplink_url": "tbopen://m.taobao.com/thopen/index.html?

< source-auto&action-ali.open.nav&module-h5&bootImage-0&h5Ur L-

o https%3A%2F%2Fh5.m. taobao. com%2Fbhcec%2Fdahanghai -

o jump.html%3Fspm%3D2014.ugdhh.3915747229.1208-

o 293%26bc_fl_srcgrowth_dhh_3915747229_1208-293&spm-2014.ugdhh.3915747229.1208-

o 293&bc_fl_src-growth_dhh_3915747229_1208-293&materialid-1208",

"impression_trackers": [
"https://api.mobrtb.com/tracker?request_id-bg3fm5aghlvo0f9abrd0&log_event_type-7"

“élick_trackers": [
"https://api.mobrtb.com/tracker?request_id-bg3fm5aghlvo0f9abrd0&log_event_type-8"
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